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CERT C++:2016

AT EQ0f

SEI CERT C++ Coding
Standard Rules for
Developing Safe,
Reliable, and Secure
Systems in C++

DA Y

CERT C:2016

AT EQ0f

SEI CERT C Coding
Standard Rules for
Developing Safe,
Reliable, and Secure
Systems

DA Y

EN 18031-1:2024

2T EQof

Common security
requirements for radio
equipment- Part 1 :
Internet connected radio
equipment

6. Requirements

AZHA Y

EN 18031-2:2024

AZEQ0f

Common security
requirements for radio
equipment- Part 2 :
radio equipment
processing data, namely

Internet connected radio|_

equipment, childcare
radio equipment, toys
radio equipment and
wearable radio
equipment

6. Requirements

DA Y

EN 18031-3:2024

2T EQof

Common security
requirements for radio
equipment- Part 3 :

Internet connected radio|_

equipment processing
virtual money or
monetary value

6. Requirements

AZHA Y

EN 50128:2011

2T EYof

Railway applications -
Communication,
signalling and
processing systems -
Software for railway
control and protection
systems

- 7.5.4 Requirements

7 b)

Table A.12 Coding
Standards,

Table A.21 Test
Coverage for Code

AR Y
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CYBER; Cyber Security
for Consumer Internet
of Things: Baseline
Requirements

ETSI EN 303 645 AT EQ0f 5. Cyber security
V3.1.3(2024-09) [T Ipr%)visions for consumer
o)

6. Data protection
Ipr%)visions for consumer
o)

- DA Y

Nuclear power plants -
Instrumentation and
control systems
important to safety -
Software agpecés for

. ATIEO computer-pased systems|_ A
IEC 60880:2006 |AZEQ|0 performing category A AR A Y
functions

E.4.2 Testing methods
- E.4.2.2 Path testing
(7,8,9)

Functional safety of
electrical/electronic/pro
grammable electronic
safety related systems -
Part 3: Software
requirements
IEC 61508-3:2010 |AZEZ|0] - A7 Y
- Table B.1 Design and
coding standards
- Table B.2 Dynamic
analysis and testing

7 Structural test
coverage

Nuclear power plants -
Instrumentation and
control systems
important to safety -
Software aspects for
IEC62138:2018 |[A~ZEQ|( computer-based systems
performing category B
or C functions

YA Y

6.5.4 Properties
-6.543
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Railway applications -
Communication,
signalling and
processing systems -
Software for railway
control and protection

IEC 62279:2015 |AmEgoj  [systems - AR v

-77b5.4 Requirements
Table A.12 Coding
Standards,
Table A.21 Test
Coverage for Code

IEC Medical device software
62304:2006+AMD |AZEQ|0f - Software life cycle - el Y
1:2015 CSV processes

Industrial
commul?ica&lion < and
networks - Network an
|3E.(2jo612?f143 3 AT EQ|0f system security - Part 3- |- 22 A] Y
’ 3: System security
requirements and
security levels

Security for industrial
automation and control
IEC 62443-4- AIIEQ systems - Part 4-1: _ A

1:2018 AEESH Secure product Sal Y
development lifecycle
requirements

Security for industrial
automation and control
IEC 62443-4- AIEQO] systems - Part 4-2:
2:2019 T Technical security
requirements for IACS
components

- AR Y

Health software - Part
I[EC 82304-1:2016 |A~ZEQ|0f 1:General requirements |- AR Y
for product safety

Application of risk
managiment for IT -
[EC/TR 80001-2- networks incorporating |_

2:2012 AEEL0! medical device - Part 2- A2 Y
2: Guidance for the
disclosure
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Application of risk
management for IT -
netévorrélncorporatmg
5. medical device - Part 2-
'5.%6%80001 2 ATEQO 3: Guidance for wireless
: networks

6.6 VERIFICATION
testing

DA Y

Road vehicles -
Functional safety - Part
6: Product development
at the software level

8.4 Requirements and
recommendations
-845

Table 6
9.4 Requirements and
ISO 26262-6:2018 |[A2ZEQ Recommendations
-94.2ab,c

Table 7 1f, 19, 1h, 1],
1k, 11

-944

Table 9

10.4 Requirements and
recommendations
Table 10 1a, 1b, 1c
-10.4.5

Table 12

AL A Y

Systems and software
engineering — Systems
and software Quality
Requirements and
Evaluation (SQuaRE) —
Measurement of system
and software product
quality

ISO/IEC 8.2 Functional suitability
550232016 ATEQOf measures - A A Y
) 8.3 Performance

efficiency measures

8.4 Compatibility
measures

8.5 Usability measures
8.6 Reliability measures
8.7 Security measures
8.8 Maintainability
measures

8.9 Portability measures
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System and software
engineering - system
and software Quality
Requirements and
Evaluation(SQuaRE) -
Measurement of data
quality

8.2 QMs for Accuracy
8.3 QMs for
Completeness

8.4 QMs for Consistency
8.5 QMs for Credibility
.6 QM s for Currentness|_ AW v
.7 QMs for Accessibility -
.8 QM s for Compliance
.9 QMs for
onfidentiality

10 QMs for Efficiency
11 QMs for Precision
12 QMs for

raceability

.13 QMs for

n

ISO/IEC
250242015 LZELOf

—1 00 00 00 (M) 00 00 00 00

derstandability

14 QMs for Availability
8.15 QMs for Portability
8.16 QMs for
Recoverability

00 C 00

Software engineering —
Systems and software
Quality Requirements
and Evaluation
(SQuaRE) —
Requirements for quality
of Ready to Use
Software Product
(RUSP) and instructions
for testing

5.3.1 Product quality -

ISO/IEC Functional suitability

550512014 AT EQ0] 5.3.2 Product quality -
) Performance efficiency

5.3.3 Product quality -

Compatibility

5.3.4 Product quality -

Usability

5.3.5 Product quality -

Reliability

5.3.6 Product quality -

Security

5.3.7 Product quality -

Maintainability

5.3.8 Product quality -

Portability

DA Y
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S HE 22 o o2 Sig
AAds (MBS 72 NEEE Az | 5§
Inforrpati?n teﬁhnology
- Artificial intelligence -
|45201/ |3E-§0T252 L2ZEQN Assessment of machine |- el Y
: learning classification
performance
Road vehicles -
Cybersecurity
engineering
10. Product
development
10.4 Requirements and
recomrgendatlons
11. Cybersecurity
A 0o AZEQOf  |validation - A2 v
) 11.4 Requirements and
recommendations
14. End of cybersecurity
supportand
decommissioning
14.4.2 Requirements
and recommendations
15. Threat analysis and
risk assessment methods
Security assessment
telchnlques in in
_ telecommunication/info |_
ITU-T X.1214 ATEO rmation and 22 Y
communication
technology networks
_ Common vulnerabilities |_
[TU-T X.1520 ATELQ0 and exposures A2 A Y
) Common weakness _
[TU-T X.1524 ATELQ0 enumeration A2 A Y
Common attack pattern
ITU-T X.1544 ATEQOf enumeration and - A2 A] Y
classification
. ) P%O_'Fd '-*'(IoT) HOM |
e e |
’ (STAN DARD)
KISA-GD-2019- A= RIE{Hl(IoT) EoFAIA
0006:2019 AEEQOL O E oA (BASIO) A2 Y
KISA-GD-2019- A F=QIE{SHI(loT) EOHAIH
0007:2019 AEEQOL | OET oA (UITE) A Y
Guidelines for the use of
MISRA C++:2008 |AZEQ|) the C++ language in - 2212 Y
critical systems
Guidelines for the use of
MISRA C++:2023 |[AZEQ|0f the C++17 in critical - A2 A] Y
systems
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FAMs | AE Y2 REL Agee] T
Guidelines for the use of
the C language in critical
MISRA C:2012 AT EQ0] systems - AZRA| Y
C oo
Guidelines for the use of
MISRA C:2023 AT EQ|Of the C language in critical |- el P Y
systems
GUIDELINE ON
SOFTWARE QUALITY
MSC.1/Circ.1512 |amEgjo]  [AXSURANCE AND. - AR v
DESIGN FOR E-
NAVIGATION
Software Considerations
in Airborne Systems and
Equipment Certification
RTCA DO- AZEY0] 6.4.4.2 Structural - LA Y

178C:2011 Coverage Analysis

- Table A-7 Verification
of Verification Process
Results(5, 6, 7)

Software unit testing for
digital computer

c software l].cjsed I|n safety
USNRCRG 1.171 | o systems of nuclear _ A

Rev. 1:2013 SZE0 power plants A A] Y

2 Eest Program

N N A 2L
1A 22020898 |ameqiol  |SHTANEEEEE | A2 Y
(2020.12.24. 8 =30 Jet As
A7 |=gdBELUTE ATEQO| Z2I0|= O
DA 22024775 |amego  |[FEHOLERNS 2F 1. A2 v
(2024.04.25) .
7|4 A AZEL0f 71
% pr2) O 2
226 27|47 2nEY
of 27
22IA1 01 2 D2 33 S22 2y 23
2022-65 Ameglo)  |[HE7 AmEgo] Az |- A7) Y
(2022.12.02)) [220d Al At _
23" ATEY0] 43 Al
22
5% amego £ Al
22
A0 1 C, C++
9 ot &
OHLM-0995-03  |amEgjop |F/LILAOIARE S A4 Y
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